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Abstract of the contribution: This solution provides architectural requirements for UEregistration  considering remote SIM provisioning, which the UE is allowed to get IP connectivity for SIM profile provisioning when the UE has no activated SIM profile. Moreover, the corresponding initial attach procedure for remote SIM provisioning is introduced also. 
1. Introduction
SA1 SMARTER have discussed a scenario that IoT device may not know where they will be deployed when it’s manufactured, so it is difficult to pre-configure 3GPP subscription credentials in the device of a specific operator. It is proposed that IoT device, which has not been provisioned with 3GPP subscription credentials, shall be able to connect to the 3GPP system to get 3GPP subscription credentials. 
SA1 reaches the requirement as follows: 
“[PR.5.1.3.2-001] The 3GPP System shall support a secure mechanism to remotely provision an IoT device that has not been pre-provisioned, with its 3GPP subscription credentials.”
In such a sense, the NG UE with embedded UICC(i.e. eUICC) should be allowed to obtain IP connectivity via 3GPP network for SIM profile provisioning even if it has no activated 3GPP subscription credentials in the eUICC. 

Accordingly, for UE registration to get IP connectivity for provisioning of 3GPP subscription credentials, it should be considered and handled differently from normal registration for UE having 3GPP subscription credentials. 
This paper introduces architectural requirements for the registration procedure considering remote SIM provisioning and the corresponding initial attach procedure.
2. Discussion
Currently, when a UE having an eUICC (Embedded UICC) is deployed without any 3GPP subscription credentials, it needs to connect to a Non-3GPP IP access (e.g. WiFi access) to download 3GPP subscription credentials on the eUICC.
NOTE: The GSMA published a technical specification for the Remote SIM Provisioning (GSMA RSP technical specification SGP.22[X]), which defines the eUICC and SIM provisioning servers (e.g. Subscription Manager Data Preparation (SM-DP+), Subscription Manager Discovery Service (SM-DS)), and secure provisioning mechanism of 3GPP subscription credentials based on IP connectivity.
However, per SA1 requirements, it should be possible for the UE to connect to the 3GPP system in order to be provisioned with 3GPP subscription credentials.

When such a UE is allowed to register with the NG network for the remote SIM provisioning, the UE registration needs to be handled differently from the normal registration as follows, because the UE has no 3GPP subscription credentials for accessing PLMN.
· Attach of a UE for remote SIM provisioning should be indicated to the network differently from the other attach types;
· During attach procedure for the remote SIM provisioning, the UE and the network cannot perform the normal 3GPP mutual authentication procedure because the UE doesn't have 3GPP subscription credentials. Therefore, a special secure mechanism needs to be defined for this attach procedure;
· On the successful UE registration, the allowed data network services for the UE should be restricted only for the remote SIM provisioning; and
· Once the remote SIM provisioning is successfully completed, the UE should detach from the network and re-attach with the provisioned 3GPP subscription credentials.

3. Proposal
It is proposed to add the following descriptions to TR 23.799 for architectural requirement for UE registration considering remote SIM provisioning and the corresponding functional procedure.
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6.3.X
Solution 3.X: UE Registration for remote SIM provisioning

This solution addresses key issue #3(Mobility Management) MM_WT_#1(access control); especially the access control when the UE registers with the network to obtain services for remote SIM provisioning.
6.3.x.1
Architecture description

When a UE having an eUICC (Embedded UICC) is deployed without any 3GPP subscription credentials, it may access 3GPP system to download 3GPP subscription credentials on the eUICC.

NOTE: The GSMA published a technical specification for the Remote SIM Provisioning (GSMA RSP technical specification SGP.22[X]), which defines the eUICC and SIM provisioning servers (e.g. Subscription Manager Data Preparation (SM-DP+), Subscription Manager Discovery Service (SM-DS)), and secure provisioning mechanism of 3GPP subscription credentials based on IP connectivity.
When such a UE registers with the 3GPP network for the remote SIM provisioning, the UE registration should be handled differently from the normal registration as follows, because the UE has no 3GPP subscription credentials for accessing PLMN.

· Attach of a UE for remote SIM provisioning should be indicated to the network differently from the other attach types;

· During attach procedure for the remote SIM provisioning, the UE and the network cannot perform the normal 3GPP mutual authentication procedure because the UE doesn't have 3GPP subscription credentials. Therefore, a special secure mechanism needs to be defined for this attach procedure;

· On the successful UE registration, the allowed data network services for the UE should be restricted only for the remote SIM provisioning; and

· Once the remote SIM provisioning is successfully completed, the UE should detach from the network and re-attach with the provisioned 3GPP subscription credentials.
6.3.x.2
Function description
6.3.x.2.1
Initial Attach procedure for remote SIM provisioning
For the UE which has not been provisioned with any 3GPP subscription credentials, if it wants to obtain 3GPP subscription credentials via 3GPP network, the UE performs initial attach procedure for remote SIM provisioning as follows:
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Figure 6.3.X.2.1-1: Initial Attach procedure for UE without 3GPP subscription credentials

1. The UE sends the attach request message with a new attach type indicating that it is for remote SIM provisioning of the UE which has not been provisioned with any 3GPP subscription credentials. The UE identifier could be set by the identifier of ME (e.g. IMEI) instead of IMSI.

2. The CP function (e.g. CP-AU/AAA) and the UE (i.e. eUICC in the UE) perform the mutual authentication. Since the UE doesn’t have 3GPP subscription credentials in this case, other kinds of credentials need to be used for the mutual authentication. (e.g. pre-provisioned eUICC credentials defined in GSMA RSP specification SGP.22 [X]) If the authentication succeeds, the UE and CP function may share security contexts derived from the authentication results, with which the CP messages are confidentiality and integrity protected.
Editor’s note: Defining credentials and methods for this mutual authentication and the security contexts derivation will be responsibility of SA3.
3. The CP function may request eUICC related information (e.g. eUICC identifier, and/or SIM provisioning server addresses that may be pre-configured in the eUICC), when they are necessary to process the remote SIM provisioning and establish/configure the PDU session.
4. The CP function may use the received eUICC information (e.g. eUICC identifier) to check validity of the eUICC from some Data Repository (e.g. similar to EIR (Equipment Identity Register) or Subscription Repository).

5. The CP function sends the Attach accept message to the UE if it accepts the UE to connect to the network. This message may include some information such as the operator's SIM provisioning server address, to be used by the UE to perform the step 7.
6. The PDU session is established as defined in clause 6.4.2, where the PDU session may be restricted to allow the UE to only access the SIM provisioning-related servers (e.g. DNS server, SIM provisioning server such as SM-DP+ and SM-DS, or the operator’s subscription portal, and so on.). During this step, the information obtained by the CP function (e.g. SM-DS server address) in the step 4 may be used to configure the restriction rule of the PDU session.
Editor’s note: It’s FFS how to restrict the UE traffic over the PDU session. It will depend on the design of SM procedures.

7. After the PDU session is established successfully, the UE connects to the SIM provisioning server and downloads the 3GPP subscription credentials (e.g. based on GSMA RSP specification SGP.22 [X]).
NOTE: This step is out of the scope of 3GPP specification.
8. After the 3GPP subscription credentials are downloaded successfully, UE detaches from the network.
9. The 3GPP subscription credentials are activated in the UE and the UE attaches to the NG network as the normal attach.
6.3.X.3
Solution evaluation
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